CVE-2022-22963

Agiklama

Spring4Shell, yazim gelistiricilerin Java uygulamalarini kurumsal diizeyde 6zelliklerle hizli ve
kolay bir sekilde gelistirmesine olanak taniyan popliler bir uygulama gergevesi olan Spring
Core'daki bir hatadir. Bu uygulamalar daha sonra Apache Tomcat gibi sunucularda gerekli tim
bagimhliklara sahip bagimsiz paketler olarak dagitilabilir.

Bug, kimligi dogrulanmamis bir saldirganin savunmasiz bir sistemde rastgele kod ylriitmesine
izin verir.

Onem Derecesi

Kritik
Mcafee IPS icin alinacak 6nlem
=>» Ekte bulunan zip dosyasi indirilmeli

=>» Policy>Policy Types>IPS policies sekmeleri takip edilmeli
=» Custom Attacks sekmesine tiklanmali



~ Master Attack Repository | pefault settings for all attack definitions

Default Detection The standard attack set (blocking disabled)

Default Exclude Info... A attacks except informational-severity attacks (blocki...
Default Testing All attacks (blocking disabled)

Default DoS and Rec...  Threshold, learning and correlation-based attacks only (...
Default Prevention The standard attack set (blocking enabled for RfSB atta...

denemel The standard attack set (blocking disabled)

| Custom Attacks

=>» Native Mcafee Format sekmesi Segilmeli
=» Buradan other actions> import sekmeleri seklinde devam edilmelidir.



Custom Attacks
i ]

Native McAfee Format Snort Format

Import
Check Attack Counts
Export All

Manage Grepping Protocols

Save as C5V
Other Actions

=» Emergency_UDS.ZIP dosyasini browse ederek eklemeliyiz.
=>» Bu sekmede yalnizca Mcafee Native Attacks isaretli olmalidir.



Import

i

File: Browse

Import Native McAfee
v
Attacks: i

Import Snort Rules:

Check Snort Rules for Overlap o

with Existing McAfee Attacks:
Protection Category: Malware/Virus
Import Snort Macros:

Import Snort Classifications:

Import

=>» Import diyerek devam edilir.
=>» Import sonrasi custom imza listed asagidaki sekilde gorilar.

Name Severity BTP Attack Category fest Compile NSP ID

1 Published  UDS-HTTP: Spring Cloud Function SpEL Remote Code Execution Vulnerability (CVE-2022-2... Il wigh (7) @ Low (2) i 3 0x45226000 Apr 01, 2022 10:18

2 published  UDS-HTTP: Spring Core Remote Code Execution Vulnerability (Spring4shell) W 1igh (7) @ Low (2) Exploit S 0x45226200 Apr 01, 2022 10:18

=>» Save diyerek import etmis oldugunuz imzanin politikalara deploy
edilmesi saglanir.

=>» Policy>lps polices sekmesi takip edilerek, kullanilan politikalarda ilgili
imza blocking moda alinmalidir.



Properties | Attack Definitions

EEISEN  Multiple Attacks Selected

... settings

Enabled Spring Core ... Outbo... ! High (7) Explc Send alert to Manager Update the settings you wish to customize for all

Enabled Spring Core .. Inbound | High (7) selected attacks.

Exploit Send Alert to Manager

Enabled Spring Cloud...  Outbo... ! High (7) Exploit Send Alert to Manager State: Use Current Setting

Enabled Spring Cloud..  Inbound | High (7) Exploit Send Alert to Manager

Severity: Use Current Setting

Sensor Actions

Enable Blacking
Quarantine: Usa Current Setting
TCP Reset: Use Current Setting
ICMP Message: Use Current Setting

Alert: ‘Send Alert to Manager

=>» Politika degisikligi sonrasi sensore degisiklikler deploy basiimalidir.

Referans Baglantilari
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